Kiosk and POS Software Current Capabilities — CA Tech, LLC

Overall Kiosk and POS Program Functionality

Introduction

CAT produces software for many types of applications and industries. This document will try to give a somewhat brief
overview of the capabilities we currently have for use in point-of-sale terminals, kiosks, and ATM’s. The descriptions will all
refer to use in kiosks, but the software modules can be used in many similar applications.

Windows

The kiosk powers up, runs, is serviced, and is powered down without any direct interaction with Windows. We do not run the
standard windows user shell, the kiosks run our Looper program. It has one job —to make sure the kiosk program is running,
and restart it if it is not.

All functions needed for operation and maintenance of the kiosk are provided within the program with consistent, easy to use
screens.

Highly Refined User Paths and Cash Management

We have produced and refined the exact sequences we send users along depending on the outcome of other actions. When
things go well, kiosk software is easy. But if someone enters cash, the transaction fails to post, and the cash dispenser runs out
when refunding their payment and the printer is out of paper to print out an explanatory receipt — things get complicated.
What if you don’t get a sever reply one way or the other — did the payment post? Should the kiosk try again?

We have logic and functionality that has been developed over many years that can handle any situation that might arise. For
example, if the receipt printer is out of paper, after getting customer approval we will process their transaction and email the
receipt to a special customer service account. If the email is down, the message will be put into our internal queue and email
will be re-tried every five minutes till the queue can be sent.

We also have a cash-flow technique that assures no matter what path a customer might take through the screens, cash
in/out/posted will be tracked independently to assure no funds are lost or given away.

Security
There is no direct access allowed to the kiosk, all incoming ports are blocked. All requests must be one of the standard
(limited) requests and is passed to the kiosk via a secure FTP server with 1024 bit encryption and signing.
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Service Keys

A Service Key is inserted into the kiosk to place the kiosk into a service mode. The key identifies the owner by name, and also
by job function. If you are a Service Technician, you will be shown the Control Panel. If a Cash Key is inserted by a store
employee, they will be shown the Mini-Control Panel. If an Armored Car Company employee inserts an ACS Key, they will get
an automated processing of a cash pickup and delivery.

Automated Functions

Many functions are completely automated in the software. A few examples: The kiosks upload status reports every five
minutes, they upload log files every night, archive the local log file. They manage any OEM driver generated log files. They can
be set to automatically reboot every certain night of the week.
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Customer Graphical Interface

The customer GUI is the tiny tip of the iceberg for the SW. It must be written well, but more software is involved in properly

processing the customer inputs. The majority of the software is involved in the maintenance, repair, and automated functions
of the kiosk

The screens the customer interacts with are not “cookie cutter” or HTML, but Intelligent Data Entry Screens written in VB. This

allows us to do just about anything we wish for any screen.

All screens feature multi-lingual support with the ability to support an almost unlimited number of languages. All text seen by

a customer on the screen or receipts is table driven. This also allows the exact words used to be altered at any time without

recompiling the program — the text is all loaded from a spreadsheet file and only that file need be altered.

Rather than overwhelm you with every screen we have ever created, | will show just a few to show typical screens. The

examples are from a kiosk that was clean yet a bit plain — any “look” needed can be produced.

Payment Center

Please enter your s «*8 phone number:

Welcome!

666-555-1312

We Accept:

= visa ==

Parsonal Check

1000

EMPUJE Para
EEFPAMOL
(PusH FOR SPANMNIEH]

PusH To ACCEsSS
YOour AcCOUNT

The first example is a log-in screen
for phone customers.

All the buttons are fully reactive —
they change in color and appear to
depress.

This (and all) data entry screens can
be fully reactive, such as setting the
background of the data entry box
green when a proper number is
entered, and only then is the Push To
Access Your Account button
displayed.

The “We Accept:” section is live, and
will not display payment methods
that are not available, such as when
the cash acceptor is allowed to
become full.
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Our standard data input screen can be

Payment Center customized for a specific function. Again,

Please enter the credit card billing address ZIP Code the input box changed from white to

o B¢ 45429

n a a s
CLEAR
AL
Some user input screens use graphical

Payment Center icon buttons when they help, not hinder.

As all buttons do, these all react and

e [
w change color when depressed.

Credit or Debit Card Buttons of any size and shape can be

green when the fifth digit was entered.

provided, including buttons that react

fiaEe Louh e different when different defined regions
how you |

of them are touched.
want to pay

¢ Cash Payments are
i rounded up to the
next dollar
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We can be completely flexible on entry

Payment Center screens to get exactly what the client

desires for a screen. This screen is
Payment Amounts

‘Due On Your Account: 5697
$ CHANGE THIS We can provide animations, video with or
Your bil date is the 3rd of each month AMOUNT

multilingual, as are all user screens.

without sound, audio prompts, help

buttons that run a help video, etc.

Wi 2 o $0.00
Ring tones # International Long C .
Web and Internet ® Downloads

CHANGE THIS
AMOUNT

Service Charge: $2.00

Total Payment: $58.97 | [SLCTL IRV,

This Payrment Will Be Applied To 937-555-1212

Most of the time this simple screen is

Payment Center called to ask the customer questions. It
has a title, explanory text, and two
No Change Given buttons. We like to stay with only two

selections at a time to try and not

overwhelm the customer.
We cannot give change for cash payments at this time,

Do you want to continue?
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We have the usual screens to support

Payment Center each of the devices the user will interact
with. This screen would be for the Cash
Your change or refund is being issued below: $12 Dispenser. The red box is animated, and

is flashing. We can support flashing LED’s
physically next to the device, but so far
we have found this on-screen method
saves costs and allows greater flexibility.

Needless to say, the software running
behind this screen to dispense cash is
very complex. Many errors can occur
with any dispenser, and they all must be
dealt with properly.

it _ - — The Cash Acceptor Module screen
' : : ; : actually keeps track of how many bills of
each type are entered. The prompt will

change briefly to “Please wait...” as each
bill is stacked. If a jam occurs, the
automatic un-jamming process will begin
and the prompt will turn to a red
“Clearing Jam — Please Wait...” until the
jam is clear.

This is an example of a module that
performs very detailed logging to the
Kiosk Log File when an option is enabled.
Every change of state is logged, plus the
actual RS-232 traffic is logged.

These are just a few sample user screens
to look at. There are obviously many

more, plus all screens for when things go
wrong.
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Kiosk Control Panel
The Kiosk Control Panel is one of our most important and powerful features, with development time and code volume many
times that of the user interface screens.

As | said, we never let our Technicians go outside of our program; everything needed is in the program. This includes all the
hardware support needed for testing and problem resolution.

The control panel has two screens, each of which requires a physical service key and one or both of two passwords.

Page One is set up for normal day to day maintenance and testing. It allows a technician to monitor, test, reset, etc. each
hardware device and each server that the kiosk accesses.

Page Two has all the configuration and setup functions for the kiosk. It requires a second password and is used rarely once a
kiosk is up and running. Most configuration changes can also be made remotely via our secure request system.

It is important to understand the necessity of and the value of the control panel. If a test receipt is desired to be printed, just
push a button —you don’t have to log on and run a fake transaction to get a receipt to print.

The two control panel screens are each tabbed across the top, with a tab present for each device or service used on that kiosk.

Page One

T e e pr——— Page One opens with the Main
og File Cash Acceptor [Cash Dizspenser Seriais = E X . .
o S tab, which gives an overall view

of kiosk status. (I am not going

. Hon-Fatal Problems

Fatal Faults or Disablad [ Subsystems to try and descr'be every

function of this and other

T} Recuipt Printer

é screens, just point out a few
Cashfcceptor

& interesting details.) This shows
-ash [Nepansar

the status of all the
@ uoc server i subsystems.

'@ FTP Server

@ emai : The heart shown actually
@ LegFile “beats” every scan of the
hardware, typically selected to
Touchscreen be every five seconds. Our
software doesn’t wait till a

Shutdown customer is present and the
hardware or a server link is

Pmu]LE:w" needed to see if it is up —all

Wi LB cally P“l e .
Vo b Automassaly / , = i subsystems are continually

scanned to make sure they are

communication and show a
good status.

This screen also has the red button that will shut down the software and PC in an orderly sequence vs. just yanking PC power.
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Main LogFile

@- Available

Current Slalus

COM1 Trisee
Ty #1

sete Full

st Missing

Nisablad

il Ragect Tray (A wabe]

[ s |
Print and

Email Cash
Report
’ —

xil Sensor (BPS) Blocked

11/17/2010

uDcC & FTP

= Email
Servers

Cash Cash Accepted Total

Print Report Gesnd Total

.Testing

Stack Escrow

]
HOHW Opbion

Pck any entry {above) with a H¥W Ermor Code listed, and push he bution
Explain HW : :

Error Code

Sensor Status
Report

Armored Car Mode Active — counding down bills since delery

f
|Cassettes -

Benomiration  Lan

Missing

Show Sensor
Diagram

Reset & Test
Dispenser

This is the Cash Acceptor tab on Page
One. A detailed log of even the smallest
events is kept here (only major events go
into the Kiosk Log File). The faults are
fully diagnosed and shown as red
indicator lights. Complete testing of the
acceptor functions can be performed.

Like all other tabs, an overall green
Available indicator is in the upper left
corner, and the acceptor can be disabled
for any reason by sliding the switch to
Disabled. (This can also be set remotely)

If it does become necessary to run the
OEM supplied Toolkit, a push of the
button will run the toolkit and turn the
acceptor over to it.

This is the tab for the cash acceptor. Itis
much like the previous screen in most
functions. It automatically reconfigures
itself for one through four cassette
dispensers.

As with all other systems, the status of
the dispenser is checked every
“heartbeat” including the ability to make
change of every possible amount
required.
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This tab gives direct access to many functions
supplied by the OEM’s software drivers. For

| example, any line that has a HW error code can have
Cash Dispenser Error Information for: 7A-03 a screen like this displayed that explains the error

Payment Center

code meaning and the recommended recover steps.

A sensor location diagram can also be popped up.
Jam on BPS.

Recovery:
1. Check for media remaining
2. Check/clean BPS (BPRS/BPLS) sensor
3. Check UPUS
4. Reset all electrical connections

OEM driver supported diagnostics can be run from
Payment Center

the control panel.

Cash Dispenser Sensors Report
(0)OK - (1)Needs service
(2)Needs replacement - (3)Unknown

POM: 0 FLDS: 0 SUTS: 0
PS(0): 0 PS(1): 0 PS(2): 0 PS(3): 0
PS(4): 0 PS(5): 0 PS(B): 0 PS(7): 0
. BPSR: 0 BPSL: 0
GSS: 0 CPS: 0 RJS: 0 EJS2: 0
FDLS1: 0 FDLS2: 0 FDLS3: 0 FDLS4: 0 FDLSS: 0 FDLS6: 0
DFSS: 0 REJS: 0 BRS1: 0 BRS2: 0 BRS3:; 0 EJSF: 0
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Product
Dispenser

Here is a tab used to work with

Main Kiesk ‘ LogFile | Cash Acceptor [Cash Dis;r.mnseu'E Card Reader Printer ‘

the Product Dispenser function

' Avaitable Dispenser Inputs Status SMRX: COM1 Closed, 9600,M.8.2 Receive Timeout we have on some k|OSkS
* }Exit Sensor #1 Clear 0 Link to MicreController
Coil(z) Faulted
Enabled

i Product (was) Jammed
e

Disabled

Force Vending
Door Unlocked

es Homing m:

Coil 4

= = i v
' @ %
0 0O ] | i N

Stuck Can't Stuck Can't C Canm't Can't

at Find at Find at Fnd a Fand
Home Hoame: Home Home Home Home Home ROW 3
Cycle Coil Cycle Coil Cycle Caoil Cycle Coil How 4 Planncs

Accessories

I EG Log File Cash Acceptor ...nsh Dispenser Printer Card Reader Ser?el;_srp LinkS to servers on the Internet aISO

need detailed monitoring and

Server [Payments)

support for debugging. This tab

displays the fine detail of what has

g Ping
ol

been going on with servers, and also
allows each server to be manually
tested.

Missed Pings Teday TN
Recycle &Test

Reguests of typa: B
- Fia Infa: Ksoskogilesd 12386 B
- Mo requsst Toumnd o Server
FTF Logof

Push ta Turn On Farce an update "
anual Upload
Trall Logging with the FTP AF Logs ol
Server
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Kiosk Control Panel Page Two
Page Two is protected by a secondary password and contains the complete configuration for the kiosk. This can be reviewed
or changed on these screens. Most changes can also be made remotely.

Most of these screens are self-explanatory. I'll show just a few as examples — tabs are added or removed depending on the
kiosk’s requirements.

Server SEET:a“! Configuration Receipt R-ra::?cl:l:i:g I:;:g;::" 3C. Server conflguratlon.

Payment Server
ik Num

IP Address:P

M Requre 550 [encryption)

FTP Server Setup

Served Address Exnmpie: 133.122.123
lisar Name
Passward

Upload Server Root [

Download Semver Roo
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Server Dispenser

Server Emall Configuraticn Recelpt ET::;: ZFSE;:T ‘ el ’ Misc. conflguratlon.

Misc
User Time Dut Ik-:.l“ Kiosk Transaction Sarial Numb

Finsh Screns (Soc.| Controt Pane! Password. |
Houss From EST 1 EDT [JEI

Teme Lone — Doubie Cick

Arores Standard Time

Bangladesh Standard Time Money

Canada Central Standard Time Maximum Payment § m Feo § _
Capa Verde Standard Time
Caucasus Standard Time
Cen. Australia Standard Time
Central America Standard Time [KIoRE MDDl Nesisri hes meinier i Vodel s cacoat |1
Central Asia Standard Time

Central Brazilian Standard Time L

Central Europe Standard Time FEL Mo wh o
Central European Standard Time

Central Pacific Standard Time 3o S5V Miodal wath no Card Roader and 2
Central Standard Time I 4} Indioor Model weth Card Render and 7
Central Standard Time (Mexico)

China Standard Time

Dateline Standard Time

E. Africa Standard Time

E. Australia Standard Time

E. Europe Standard Time

E. South America Standard Time
Eastern Standard Time

Hiosk HW Serlal Numbear
[ Acospt Credit Cards junciwched = jurs1 Debil)

rol Reackr and 2 G

SE:::?LII Configuration Receipt E:::gret‘: | ':;:t?;:: Dl;l:pli'l’;sr The same program can (Currently)
support five different Cash

Dispenser models, and they can be

changed in the field with the rest of

Cash Dispenser Configuration

.Fuji'tsu ' [TranAx
© F-83 Dispenser B I il the program reconfiguring for the
® F-400 Dispenser ® FL-2K Dispanter changes. This also is where our
s Armored Car Service (ACS) Delivery
ste #1 Denoination System amounts are set. (These are
: typically changed remotely).
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T Server Configuration Receipt ET;::; I:;:g::

Message Type:

co, knowitallld@cat.oo

rg.anctherbuddydarg.oxg

<}

Esmeail Addr

Email Configuration Receipt R-E':ctjr:l:g Fg::;::"

nmp - AddET16x2

Haader 1 Saad e Eeier]

73 Main Sireal

ET: g avtown LIS

Header 4 EEREEGELEELT

ooler =

Customer Service Phone Number EREREIEPREITITES Bel B

11/17/2010

Cash
Dispenser

n [} Brosss-=
HE E E E E @fea=

4] ] H=-go>

All email messages are tagged as
being one or more of the following
types: PAPER, CASH, TECH,
FINANCIAL, ACS, and ADMIN. Using
this screen, emails can be added to
one of six groups and the types of
messages each group desires can be
set.

This is where the graphical logo and
the text desired on the printed
receipts are set.
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- (HUGE File) plus oxia Log Fils anties

- LOG ARCAF: Turn on ARCAF DLL logging for dispensor into ARCAFDLL.LOG & RS232.L0G (HUGE File!)
-LOG : All raffic toffrom server is logged in UDCLOG.TXT. HUGE FILE GENERATED!!

| AK : No t connection, al enquiries are good with fak

I 6 - DEBLUC All messages tolfrom server are displayed an

B 7 - NO HW: No Hardware, all is faked & Email left active)

8 - LOG TRAILS: Log all SMTP and FTP trails

9. AUTO UPLOAD: Automatically upload the Kiosk Logs every day -- also enables commands from FTP Server
& Daily Status Eme

B 12 . PRINTCASH: Print eport wher Key is remowy

Internial Software Form Q0

Fhone: TXINT03

Account Inquiry

Customer Name (Blank for Mot Found): Ima Customear
Balance Due: 12345
Due Date: 09
Server Transaction Number: (000123456

Reply

Post

Server Transaction Number: (000123457
Account Number: 9375651212
Status:

|Declined
|Cannot Post Reply

This is a very powerful screen that is
used to set various program options.
Extra log files written by OEM HW
drivers can be turned on and off, the
detail of logging for the Kiosk Log File
can be set.

There are also important software
development and debug functions.
As an example, if Option #6 is turned
on then this screen will be displayed
every time the kiosk talks to the
payment server.

The messages being sent to a server
are intercepted before being sent to
look at, and they can be hand edited
before they are sent. The same with
replies from a server —they are
displayed before being sent to the
program, and can be edited first if
desired. (This is one of many
software development and debug
tools incorporated in the software.)

11/17/2010
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Mini Control Panel

Cash Accepior

OK

Heset and Test

s Cash Reporl

Acseplon

| when you are done. |

&
l A ~=Jpun outthe Cash Key|

11/17/2010

Payment Center

Cash Dispenser

&)

LOwW

Cassettes " o T

y Falled to
Denoimanation

Lo®  Faed ‘

When a customer or store staff will be
servicing the cash devices, a mini control
panel is supplied for their use. Itis an
extremely simplified version of the
screens used by technicians, with single
error messages and only a few buttons to
push.
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Emailed Reports and Messages

The kiosk can use emails for many purposes. The reports are in straight ASCII with the important information at the top so that
they can also be used with text messaging. Some are used in conjunction with automated functions — managers can receive an
email from each kiosk that is down at 4 AM after the daily log files upload.

The email below is typical of one sent out when a CASH problem occurs.

Cash Acceptor Status Report
Ki osk: Unavai |l abl e

Acceptor Cassette FULL

=== nULEPc- dF ===
4/ 9/ 2010 5:20: 13 PM ( ET+0)

XXXXXX Ki osk 2.2.0857
#84633 (00000007692)

| P Address: 145.168.1.12
(2) I'ndoor XX Mbodel

XXXXXXX

278 Easystreet Overpass
Bronx, NY, 10455

800- 555-1212
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Receipts
*_ The receipts are fully graphical including a customer logo at the top. A receipt of almost any
' format can be produced, using graphics, lines, and different fonts (including high-security fonts).
Joe's Cell Phones The receipt generator is very smart and generates the proper receipt for any transaction,
222 Easyetrest Overpass
leles OF Langerhans, OH 45401 problem-free or not.
(B0} 5551212 (941) 228-1612
(666)555-1212
Joseph Ayre
Your account has been credited:
Monthhy Bill: 52549
na e B $10.51
Foa: 52,00
Total: $38.00

Paymant was macdke by cach.
Cash Enterad: 510000
Changa Returnad: 520,00

Thank 'f!:lu lc:r 1_.r4:m| paymant of
Wil

Becausae of a problem we ca l.. J
mat dis '~.—r -.—‘-'- ".=r=\.| 1,
3 o

||:
|...|h ik

|
Is.l

|—_*':: call us at

ipt or visit any Con
Your il dhate sach month is the Oth

Eree Toaster with new phonal

TEI3Z-00003000434--0047
232008 347 27 Al
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Kiosk Log File

The kiosk runs with one master log file. It is stored in the kiosk on the hard drive plus a permanent EAROM “thumb” USB drive.

It is compressed and uploaded automatically every day along with all other log files being generated by OEM drivers.

It is quite wide, with a final field that can be of any length — all of these lines below are truncated to make them fit.

The file has fixed-width fields, and they are also delimited by “|” for easy import by either method.

Each line is identified by the routine that generated it and the function being logged.

2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:
2010-07-13 11:

. 56| 00000001678| [ NONE]
. 56| 00000001678| [ NONE]
. 56| 00000001678| [ NONE]
. 56| 00000001678| [ NONE]
. 59| 00000001678| [ NONE]
. 97| 00000001678| [ NONE]
. 97| 00000001678| [ NONE]
. 97| 00000001678| [ NONE]
. 98| 00000001678| [ NONE]
. 98| 00000001678| [ NONE]
. 38/ 00000001678| [ NONE]
. 38| 00000001678| [ NONE]
. 55| 00000001678| [ NONE]
. 56| 00000001678| [ NONE]
. 23| 00000001678| [ NONE]
. 23| 00000001678| [ NONE]
. 23| 00000001678| [ NONE]
. 23| 00000001678| [ NONE]
. 23| 00000001678| [ NONE]
. 69| 00000001678| [ NONE]
. 69| 00000001678| [ NONE]
. 69| 00000001678| [ NONE]
. 69| 00000001678| [ NONE]
. 69| 00000001678| [ NONE]
. 69| 00000001678| [ NONE]
. 69| 00000001678| [ NONE]
. 69| 00000001678| [ NONE]
. 69| 00000001678| [ NONE]
. 69| 00000001678| [ NONE]
. 69| 00000001678| [ NONE]
. 00| 00000001678| [ NONE]
. 00| 00000001678| [ NONE]
. 06| 00000001678| [ NONE]
. 06| 00000001678| [ NONE]
. 13| 00000001678| [ NONE]
. 86| 00000001678| [ NONE]
. 89| 00000001678| [ NONE]
. 89| 00000001678| [ NONE]
. 91| 00000001678| [ NONE]
. 00| 00000001678| [ NONE]
. 20| 00000001678| [ NONE]
. 50| 00000001678| [ NONE]
. 50| 00000001678| [ NONE]
. 50| 00000001678| [ NONE]
. 51| 00000001678| [ NONE]
. 51| 00000001678| [ NONE]
. 51| 00000001678| [ NONE]
. 51| 00000001678| [ NONE]
. 63| 00000001678| [ NONE]
. 01| 00000001678| [ NONE]
. 01| 00000001678| [ NONE]
. 13 00000001678| [ NONE]
. 45| 00000001678| [ NONE]
. 45| 00000001678| [ NONE]
. 45| 00000001678| [ NONE]
. 45| 00000001678| [ NONE]
. 45| 00000001678| [ NONE]
. 45| 00000001678| [ NONE]
. 66| 00000001678| [ NONE]
. 66| 00000001678| [ NONE]
. 78| 00000001678| [ NONE]
. 78| 00000001678| [ NONE]
. 89| 00000001678| [ NONE]

| muLEpcr dF| Loggi ng

| muLEpcr dF| Loggi ng

| muLEpcr dF| Loggi ng

| muLEpcr dF| XXXser ver

| muLEpcr dF| Mai nMbdul e

| muLEpcr dF| Cont r ol Panel
| muLEpcr dF| Cont r ol Panel 2
| muLEpcr dF| Cont r ol Panel
| muLEpcr dF| Enai | er

| muLEpcr dF| Enai | er

| muLEPcr dF| Sequences

| uLEPcr dF| LPTdri ver

| muLEPcr dF| CashAccept or
| muLEPcr dF| CashAccept or
| uLEPCr dF| CAsuppor t

| muLEPCr dF| CashAccept or
| muLEPCr dF| CashAccept or
| muLEPCr dF| CashAccept or
| uLEPCr dF| CashAccept or
| muLEPCr dF| CashAccept or
| uLEPCr dF| CAsuppor t

| uLEPCr dF| CAsuppor t

| muLEPCr dF| CashAccept or
| muLEPCr dF| CashAccept or
| uLEPCr dF| CashAccept or
| uLEPCr dF| CAsuppor t

| (uLEPCr dF| CAsuppor t

| uLEPCr dF| Sequences

| uLEPCr dF| CDsuppor t

| uLEPCr dF| CDsuppor t

| MuLEPCr dF| CDFuj i t suSupport | Fuj i OpenDLL
| MuLEPCr dF| CDFuj i t suSupport | Fuj i OpenDLL

| Qpen |

| OpenLogFil e | LogLengt h

| Nane | mretr oPCS

| OpenXXXLogFil es | K

| ReadKeys | Service Key
[Initl | Conpl ete

| I'nit | Conpl ete

| I'nit | Conpl ete

| ConfigureEmail | K

| Rest or eEmai | Queu| OK
|InitializePrinte|Printer

| Open_Driver | Fail ed
| OpenCApor t | comL
| CAsof t Reset | Soft Reset

| DecodeOM Nreply | CassAttachedBit
| ProcessCAst at us | CashBoxAtt ached
(0)Idling

| ProcessCAst atus | State:
| CAsof t Reset | Soft Reset
| CAsof t Reset | Soft Reset

| ProcessCAst at us | Power Up Event

| Enabl eCashAccept | Fal se
| Enabl eCashAccept | Fal se

| CAsof t Reset | Conpl ete
| I ni t Acceptor | True
| I ni t Acceptor | Fi rmnare:

| Enabl eCashAccept | Fal se
| Enabl eCashAccept | Fal se
| I ni t HW
| LogCDcassett esSt | CD Cass#1
| LogCDcassett esSt| CD Cass#2
| ARFDI I I ni t

| MuLEPCr dF| CDFuj i t suSupport | ProcDi spDLLretur| Ti ne Qut

| MuLEPCr dF| CDFuj i t suSupport | Fuj i Updat eDS
| mMuLEPCr DF| CDFuj i t suSupport | Test Di spense

| MuLEPCr dF| Sequences

| MuLEPCRAF| Sequences

| MuLEPCRAF| Sequences

| MuLEPCRAF| XXXser ver

| MULEPCRAF| XXXser ver

| PuLEPCRAF| Sequences

| MuLEPCRAF| Mai nMbdul e

| (uLEPCRAF| Enai | er

| (uLEPCRAF| Enai | er

| (uLEPCRAF| Enai | er

| (uLEPCRAF| Enai | er

| PuLEPCRAF| Enai | er

| PuLEPCRAF| Enai | er For m
| (uLEPCRAF| Enai | er For m
| PuLEPCRAF| Enai | er For m
| PuLEPCRAF| Enai | er For m
| PuLEPCRAF| Enai | er For m
| PuLEPCRAF| Enai | er For m
| (uLEPCRAF| Enai | er For m
| PuLEPCRAF| Enai | er For m
| PuLEPCRAF| Enai | er For m
| PuLEPCRAF| Enai | er For m
| PuLEPCRAF| Enai | er For m
| PuLEPCRAF| Enai | er For m
| PuLEPCRAF| Enai | er For m
| PuLEPCRAF| Enai | er For m
| PuLEPCRAF| Enai | er For m
| PuLEPCRAF| Enai | er For m

| Cash Acceptor

| ARFDI | I nfo

| Conm Ti meout

| ARFcancel
| I ni t HW | Cash Di spenser
| I ni t HW | Card Reader
| I ni t HW | Conpl ete
| Connect | FAI LED
| Connect | FAI LED
| M St at us | Unavai | abl e
| Mai n | Startup Conplete
| SendEnmi | | Call ed
| Sendl t | Queued

| Transmi t Enai | Que| Send Queue
| Transm t QueueSMT| Di sconnect ed
| Transm t QueueSMT| Connect i ng

| SMrPct |
| SMrPct |
| SMrPct |
| SMrPct |
| SMrPct |
| SMrPct |
| SMrPct |
| SMrPct |
| SMrPct |
| SMrPct |
| SMrPct |
| SMrPct |
| SMrPct |
| SMrPct |
| SMrPct |
| SMrPct |

Trail
Trail
Trail
Trail
Trail
Trail
Trail
Trail
Trail
Trail
Trail
Trail
Trail
Trail
Trail
Trail

| Info

| Info

| Server
| dient
| Server
| Server
| Server
| Server
| Server
| Server
| dient
| Server
| dient
| Server
| dient
| Server

| True

| Try #1
| Present
| True

| Try #2
| Try #3

| Power Up
| Power Up

| Fail ed
| Not

| muULEPC

| 2. 2. 0862
| TECH SW
| TECH SW
|1

| Saf ety
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Log File Viewer
The LogFileViewer is s a separate application that runs on PC’s used by Service Technicians, Financial Staff, Managers, etc.
Different passwords allow different numbers of functions to be accessed.

As previously explained in the Security section there is no direct communication to the kiosks. This program uses the Status
Reports that are uploaded to the FTP server every five minutes, and Log Files that are uploaded every night.

Logfile Viewer -- Build

Status Reports List FTP Sarver Time .
@ 79912 OF E 11715 09:51 AM Pending Requasts FTP Sarver Tima The main Status Report
BP0 *Service 11/15 0F:55 RM BS5505 Upload 11/1% Q8188 IM H H
Get Status Report List s08 o TAAK (1548 A screen shows which kiosks
Ba30d O 11718 08:50 B .
B9505 OF 11/15 09:51 &M o< have reported in and
@ E9906 O 11/15 09:47 2M
E3307 OE 11/1% 09:54 BM Rend'Se1 Emails when.
Get Log Flle List Eos08 O 11715 08:52 AM T p————g |
29309 0K 11/15 09:47 3M E & ﬁ s j
[" Show Backups I Awto Refresh EFFL0 O 11715 09:45 M T
ES31L O 11,15 09:53 RM
B9318 O 11718 08:82 B
EOS16 *Service 11/15 089:45 RM Requests can ke up b 15 minutes — ol
View Status EFPLT *Service 11/15 0B:54 AM Requestors P addresses are recorded Erables
Report
or double-chek on Request Re-Boot
a Kiosk
1115 09:54:50 - Downkzading Fie: \osilogflas\BaS05 KR -
1145 05:54:50 - DownleadFiac S50 e such S
115 054:50 - Downleading Fie Voostiog SeBIDES KU
11015 B%54:51 - Bytes Transferred: 1,231
11415 B54:51 « FTP Logefi
1115 35:85:41 - Uploadng Request
1115 05:85:41 - Byies Transferred: 153
111% 05:55:41 - Regeest submited
111% 05:55:41 - Upiosd Log Flies Reques? mseed for Kiosk BSS05
1115 05:55:41 - Conmeched
1115 05:55:41 - Felching Direciory: Weosiio g Skes’
1115 0955:47 - Procesaing Din g ko e
Passwudlﬁ w

M 9905 DK

E M Kiosk Logfite Viewer — Build 0103

a1 AN

Status Reports List  FTP Sener Time KISEK STATCS REECRT NEXT | © The last Status Report
@ 7930z *Service 11715 00:45 RM ““"‘;‘1__:'.‘:’?‘:_“‘::“ tb Kiosk b
TIFlE OH 11/1% 08:51 AM sen an I0SK Can pe
Gat Status Report List 29302 *Service 11/1% 09:45 2M P yany
#9303 OK 11/15 08:48 B el L i inimi
] e F-400 Cash Disp. AVAILABLE viewed. If run minimized
@ | R R 45 Cass. OF [30] ACH: [400] dth ;
11 ] #1 Cass. OF [30] ACS: [1600]
CHE 11/1% 05147 RM #10 Casms. OF [B0] ACS: [600] and the status o any
Get Log File List f #0507 K 11/15 08:54 B e el kiosk ch th
E9505 O 11/15 09:52 AM POM: 333  (Low by 1) I0sk changes, the
[~ ShowBackups | Auto Refrash ESR0F OF 11/15 09:47 M Sazd Desder CF .
£9510 OF 11/1% 0848 2M Erincer MW OF program will beep-
26911 O 11/15 09:53% MM Frincar Faper CE
£9915 O 11/15 09:52 BM Available
E9516 *Service 11715 09:45 2M
View Status 29517 *Service 11/1% 08:44 BM Logging OF
Rm UDC Smrvar OF
Hisasd Fimgs/Coarects: 3
Teail OF
of double-chck on A v OH
a Kiosk wmeem e
ACS STRVICED: 111872010 8:13:53 A
TINE Y lcasH TRAMSACTIONS SINCE SERVICED: 4
TASH laLe TYFES TRANSACTIONS TODAY: 4
NMAS Y lcasE ACCEFTOR
nns Cassecte Tocal: *8ZZZ+
s Crand Toval: s
115 ) leasE DISFEREER
s Tomal Dispansed: =82, 564+
1115 Rajact Teay |Appess): +g81s
g Ceand Total: smeSme-
111
MNE | | SEIEEEERET e
11ns i BL: 87 [ET#0)
PHEEWDI'GI? 1L/0852010 B:BL:6T AM (ET40 il
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Get Status Report List

Q

Get Log File List

M Show Backups

View Main
L

View
Conflguration

™ Auta Refrash

View Looper
Logfile

\iew HD Files

Cash Acceptor
Log

i Server Log

Cash Disp. Log

BT Raw Log

Pasawoed [T

I:!! Files List FTP Senar Time
T9¥02 11715 07:14 AM
78512 11718 07131 AM
Ed52E 08529 03:58 AM
EDE02 11715 04:11 RM
] 11715 04:16 AM
EELT 11718 04112 AM
B930S 11715 Odzlé M
ERE0E 11715 04:20 AM
ERR0T 11715 04:20 AW
FEEL 11718 04131 AM
-5k 11715 Od:2d AM
E9910 11715 D4:25 AM
BB¥lL 11715 04237 MM
5] 11715 04139 AM
Bas1E 11715 0d:dl AM

Pending Hequaests

FTP Sarsr Tima

892905 Upload

11715 09355 AM

.........................'II
ACS Cagh
Requests can tzke up to 15 minules — T
Requestor's IF addresses are reconded Enables
Hequest Fresh Request Cash
Logties espenser Reset Reguiest Re-Boot
1118 05:55:41 - Connected ~

1115 05:55:41 - Feichang Direciony. \desking fies)

of 11ME 05:55:42 - Praceasing Derectory: \Rinskiog fiesl

1115 05:55:43 - FTP Lagoft

11MS 085550 - FTP Connacting

1S 095551 - Connacied

NS 085551 - Feleting Direciory. \isakiog fles)
11915 08:55:51 - Precessing Dereclory. \kiostiog fles),
11415 08:55:51 - FTP Logoff

114118 08:55:28 - FTP Conneciing.

1112 08:58:28 - Connected

The Log File List
screen shows which
log files can be
viewed.

Other functions such
as requesting fresh log
files, changing email
setup, etc. can be
accessed by
authorized users.
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Kiosk Grapher

The Kiosk Log Files can be directly imported into programs such as Excel and Access. We have a program that allows the
processing of common functions across multiple Kiosk Log Files, including file retrieval from the FTP server.

A Kiosk Grapher  Build 0078 The kiosks are selected, the
(1) Pick Kiosks (2) Select Date Range (3) Select Function and Run function selected, and
(Click Fl List) Starting Date s Graph Pescent of e Needing Service, Email either a file or graph is
Diaver, WIIE Diown, Esosk Diown, and Liilization

June 2008 | *| |08 -
= = | =l " Graph Break-Down of Senice Reguirsd generated-
Mon | Tue | Wed | Thu | Fni | 5a1 | Sun

"  Graph Users per Hour or Each Houwr
* " Graph Total User Counts for Each Howr

" Graph Language Saladlion by Kiosk

 Create Cash Report

= Eract matching lves bo bo pour My
Documants lolde:

e e % DR I AND
SR S Go

Ending Date: 1111572010

November 2010 [november =] |30 =] Progress

Mon | Tue | Wed | Thu | Fri | %ai | Sun
More —» i 2 3 4 L & r '

g 9 w u e |13 e |

Fill Ligt 6 iT ig 15 20 21

2 [B [= |= |® |7 |= ',

5 o HKiosk Records Processed [1]
Select All =

= =" . |

Clear All S e Pasgword | === BT i
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This is the
Kiosks amount of time
B W service Needed I M Email Down l-l m each kiosk spent

—_— T b e P L T L ]

in which state
over the selected
interval.

................
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Kiosk Log-In's
7172009 to 0972820909 (91 Days)

it Results - You can Resize this wi w and the Graph
Kiosks
O6/L2000 o 117162010 (169 Days) - Right-click on Graph for Options
B W %Englsh I W % Spanish
D = e - g
00— ------ [N 0000000 N
.| P
TO—------ . - - - - - - - - -
[T 4 00
g
¥ T Viewing Style
Barder Style r
Font Size r
PO Ehw-ltegen:!
Humeric Predsion
Flotting Method Line
YR Data Shadows Bar
Grid Cpfans Pont
Graph and/or Table Area
20— Point Label Orientation Bar Stacked
Mark Data Ponts w Bar Stacked Percent
Ares Stacked
10 M Area Stacked Percent
c““m'; Fad Points + Best Fit Line
E”"’“E;:"" Hih Puints + Best FitLine Il
5 ikl Points + Bast Fit Curve
d | Prints + Bast Fit Curve 1T
Tarranan 19902 Bonts + Lne
% English T0.4% Prnts + Spiine
% Spanish 29.6% Spine

11/17/2010

This graph shows utilization vs. the
hour.

Each graph is dynamic; everything
will resize with resizing the graph
window.

Colors, plotting methods, titles,
grids, etc. can be changed.

The graph image can easily be
exported.
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CAT Software

All source code is heavily documented and commented (for self-serving purposes). More lines have comments than not, all
routines have full header comments detailing function, inputs, outputs, routines called. Routines interfacing with servers or
OEM drivers all have the server message or device message format documentation incorporated into the comments.

We have been producing applications for 37 years and continue to support everything still in use. We have had high praise
from customer who did acquire our source code.

| hope | managed to pass on the width and depth of the software we have at this time without supplying too much
information. I'd be happy to discuss the details of anything we do or could do.

Kt oy

Chris J. Cooney

Engineering Manager

CA Tech, LLC.

P.O. Box 192039
Kettering, OH 45429-0039
(937) 294-0653
www.CAT.cc

cc@CAT.cc
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